October 23, 2018

Setting Up a Wireless LAN Connection (Web User Authentication) for Windows 8.x

The following procedures are required to use a Ritsumeikan University wireless LAN (web user authentication).

1. Wireless LAN settings (SSID)

2. Disabling pop-up blockers

3. Web user authentication

4. Logout
This manual explains these four procedures for connecting to the RAINBOW Network using wireless LAN (web
user authentication) in Windows 8.

The wireless LAN network service is available within the wireless LAN service areas on the following campuses:
0 Kinugasa Campus
0 B i wadatsu Campus
0 Osaka Ibaraki Campus
0 Suzaku Campus
0 Osaka Umeda Campus
0 Tokyo Campus
Please note that the wireless service may not be available at some facilities on the above campuses depending on
circumstances.

If you use touch operation instead of conventional mouse in Windows 8, substitute mouse operations with touch

operations as below from hereinafter:
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1. Wireless LAN Settings [SSID]
1) Click Desktop in the Start screen to display the desktop.

2) Right-click the I:Ijjﬂ network icon in the task tray in the lower right corner of the screen and click Open

Network and Sharing Center displayed in the shortcut menu.

3 If the network icon is displayed, proceed to 3 on page 4. If the icon is not displayed, proceed to page 3.
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When the I:Ijjﬂ network icon is not displayed in the task tray, change the settings to display the icon at all times.

i. Click the up arrow button in the task tray to list the temporarily hidden icons. Click Customize.
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ii. In the Notification Area Icons window, configure the Network to Show icon and notifications and click
OK.
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Notification Area Icons - o lEH

T <« All Control Panel ltems » Notification Area lcons v & Search Control Panel »p

Select which icons and notifications appear on the taskbar

If you choose to hide icons and notifications, you won't be notified about changes or updates. To view hidden
icons at any time, click the arrow next to the notification area on the taskbar.

lcons Behaviors

Network

Rits-Webauth Mo Internet access Showienand petifications

Show icon and notifications
Hide icon and notifications
A —H—: 6% Only show notifications

]} Volume

% Windows Explorer [ s
Safely Remove Hardware and Eject Me... |Salvshowinetifications e
9 Windows Explorer

Bluetooth Devices | Only show notifications v

Turn system icons on or off

Restore default icon behaviors

[[] Always show all icons and notifications on the taskbar

iii. Make sure that Show icon and notifications is displayed in the task tray, and proceed to 1. Wireless LAN
settings (SSID) on page 2.



3) Click Set up a new connection or network under Change your networking settings.

Network and Sharing Center - b
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View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
You are currently not connected to any networks.

Change advanced sharing

settings Change your networking settings
i'l Set up a new connection or network
e
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
=’ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup

Internet Options

Windows Firewall

47 JL(R) PROSet/Wireless

4) Select Manually connect to a wireless network in the Set Up a Connection or Network window, and click
Next.
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@ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L4 Set up @ new network
s, Set up a new router or access point.

Manually connect to a wireless network

Connect to a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Mext Cancel
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Configure the following settings in the Manually connect to a wireless network window.
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¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

MNetwork name: Rits-Webauth

Security type: WPA2-Personal v

Encryption type: AES

Security Key: webauth.ritsumei.ac,jp | ["]Hide characters

[Startthisconnectionautomatically ]

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

l Cancel

(1) Network name:

Rits-Webauth

*The letters are case-sensitive.

(2) Security type:
WPA2-Personal

(3) Encryption type:
AES

(4) Security key:
webauth.ritsumei.ac.jp

6) After all four items are entered, make sure that the Start this connection automatically box is checked and

click Next.
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If a connection cannot be established, try the following settings.

1 Note that in Windows 8.1, security type and encryption type are not displayed.
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@ & Manually connect to a wireless network

(1) Network name:
(2) Security type:
(3) Encryption type:

(4) Security Key:

Enter information for the wireless network you want to add
Rits-Webauth
WPA-Personal v

TKIP v

webauth ritsumei.ac.jp ‘ || Hide characters

Start this connection automatically

[ ] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Cancel

_______________________________________

(1) Network name:

Rits-Webauth

*The letters are case-sensitive.

(2) Security type:
WPA-Personal

(3) Encryption type:
TKIP

(4) Security key:
webauth.ritsumei.ac.jp



7) Click Close.

Successfully added Rits-Webauth

< Change connection settings
Open the connection properties so that | can change the settings.

Once wireless LAN settings are complete, the browser will start automatically.



2. Disabling Pop-up Blockers
1) Display the desktop, right-click djjﬂ in the task tray, and click Open Network and Sharing Center.

Troubleshoot problems

| Open Metwork and Sharing Center l
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2) Click Internet Options under See also in the lower left corner of the window.

Network and Sharing Center - O

FE

1 &' » Control Panel » All Control Panel ltems » Network and Sharing Center v & | Search Control Pa... P

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
You are currently not connected to any networks.

Change advanced sharing

settings Change your networking settings
ﬁl' Set up a new connection or network
-
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
=& Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup

l Internet Options l

Windows Firewall

4 >7){R) PROSet/Wireless




3) Click the Privacy tab and click Settings under Pop-up Blocker.

& Internet Properties ?

| General I Securifly | Privacy | ontent I Connections I Programs I Advancedl

Settings
Select a setting for the Internet zone,

- Blodks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
- be used to contact you without your explict consent

- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

| Sites | | Impart | | Advanced | Default
Location

Mever allow websites to request your Clear Site
0 physical location 2= il
Pop-up Blocker
Turn on Pop-up Blocker Settings

Eting

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

OK | | Cancel Apply

4) Enter *.ritsumei.ac.jp in Address of website to allow and click Add.

& Pop-up Blocker Settings

Exceplions

Fop—ups are currently blocked. “ou can allow pop-ups from specific
websites by adding the site to the list below,

Addresz of website 1o allow:

¥ ritzumei ac jp | | Add

Allowed site s

Remove
Remaove all...
Matifizations and blocking lewel:
¥ Flay a sound when a pop—up is blocked.
[ Show Motification bar when a pop—up is blocked.
Elocking lawvel:
|Medium: Elock most automatic pop—ups v |

Learn more about Pop—up Blocker




5) Make sure *.ritsumei.ac.jp is added in Allowed sites and click Close.
& Pop-up Blocker Settings

Exceptions
Fop—ups are currently blocked. “vou can allow pop-ups from specific
webzites by adding the site to the list below.

Address of website to allow:

| £

Allowed sites:

¥ ritsumeiacjp Remowe

Remowve all...

Motifications and blocking lewel:
¥ Play a zound when a pop—up is blocked.
|| Show Motification bar when a pop—up is blocked.

Elocking lewel:

|Medium: Block most automatic pop—ups ¥ |

Learn more about Pop—up Blocker

6) Click OK to save the settings.

- 2
& Internet Properties :
General | Security | Privacy |Cor1ter1t | Connections | Programs | Advanced|
Settings

Select a setting for the Internet zone.
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
| be used to contact you without your explict consent

- Restricts first-party cookies that save information that

can be used to contact you without your implidt consent

| Sites | | Impart | | Advanced | Default
Location

Mever allow websites to request your Clear Sites
U physical location =
Pop-up Blocker
Turn on Pop-up Blodker
InPrivate

Dizable toolbars and extensions when InPrivate Browsing starts

0K Cancel Apply




3. Web User Authentication
1) Start a browser, enter your RAINBOW user ID and password in the web user authentication page, and click
Submit.

If this page does not appear, restart the browser and access a website with an http:// URL. (e.g.,
http://lwww.ritsumei.ac.jp/).

3 If the page still does not display, make the configuration changesinfi Re f e r & Wiwer thelweb user authentication
page doesnotdispl ayo o2 page 1

_omEm
e & https://webauth.ritsumei.ac... © ~ @ 2 G| @ web Authenticati... %

R RAINBOW Wireless LAN Service

RITSUNEIKAN RAINBOW User ID
User ID &_

Password | |
| Submit | \

Password

2) The logout window and the Ritsumeikan University homepage appear.

3 Do not close the logout window as it is required for logging out from web authentication. If the window is not
displayed, the settings in 2. Disabling Pop-up Blockers may not be configured correctly.

2 Logout - Windows Inte... — 5 x|
@ hutps://webauth.ritsum... @ 2
I - o IEl
Web Authentication
Bitp://vowveritsumeijp/in O = B G @ gaExs - +R.. X
Login Successful |

You can now use all reguiar network services over the
wireless network

Please retan this small logout window in order to logoff
when done. Note that you can always use the following A
i

URL to retrieve this
https //1.1.1. 1/logout himl

Logout
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4. Logout

1) To exit the wireless LAN network, click Logout in the logout window.

3 If you have closed the logout window, access https://webauth.ritsumei.ac.jp/logout.html and the following
window will appear. You are recommended to bookmark this page for future reference.

@ Logout - Windows Inte... — & EN

@ nhttps://webauth.ritsum... @@ 2 {I,'U\ _

Web Authentication

Login Successful |

You can now use all regular network services over the
wireless network.

Please retain this small logout window in order to logoff
when done. Note that you can always use the following
URL to retrieve this page:
https://1.1.1.1/logout_html

Logout |

® 125%
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Reference 17 When the web user authentication page does not display:
If the DNS is set to a specific DNS such as Google Public DNS, the web user authentication window will not

appear. You will need to delete the specified DNS server addresses and change the settings so that the address is
acquired automatically.

1) Click Change adapter settings in the lower side of the window of Network and Sharing Center.
(Refer to 1. Wireless LAN Settings [SSID] on page 2 for how to display the Network and Sharing Center.)

wE MNetwork and Sharing Center = =
T :a.= < All Control Panel ltems » Metwork and Sharing Center v & Search Control Panel el

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Rits-Webauth Access type: No Internet access
settings Public network Connections: il Wi-Fi (Rits-Webauth)

Change your networking settings

{t- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup

Intemnet Opticns

Windows Firewall

2) Right-click Wi-Fi and click Properties.

- Network Connections - O

1 /& ) Control Panel » Network and Internet » Network Connections » v | ¢ Search Network C.. P
Organize ~ ?I.:: i

"'-h- Bluetooth o hNI—748#5E 2 .:.u Cisco AnyConnect Secure Mobility "'-h Wi-Fi
E" Mot connected = Client Connection %:ﬂﬂ Rits-Webauth
x g Bluetooth /CA A (/=YL IU.. W Disabled Intel(R) Centrino(R) Advanced-N 6...

,Right click

@ Disable

Connect / Disconnect
Status

Diagnose
'@' Bridge Connections

Create Shortcut

Delete
'@' Rename
'@' Properties
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3) Click Internet Protocol Version 4 (TCP/IPv4) and click Properties.

!

Me tworking

Wi-Fi Properties

Connect using:

El- Clualcomm Atheros ARGEMDI2Y Wireless Metwork Adapter

[t Microsoft LLDP Protocol Driver "

Thiz connection usas the following items:

i, Link=Layer Topology Discovery Mapper 1/0 Driver
i Link=Layer Topology Dizcowvery Responder

>

In=stall...

Da=cription

Unin=tall

Propertias

Tranzmiszion Control Protocal/Internat Protocal. The default
wide area network protocol that provide s communication

actoss diverse interconnected networks,

Cancel

4) If Google Public DNS (Preferred DNS server: 8 8 8 8/Alternate DNS server:8 8 4 4)issetin Use the
following DNS server addresses is set to, select Obtain DNS server address automatically and click OK.

established off campus.

NN g,

If an address other than the Google Public DNS (Preferred DNS server: 8 8 8 8/ Alternate DNS |
server: 8 8 4 4) has been entered, it may be the address for wireless LAN for off-campus use.

Make sure to write down the address and restore the settings when a connection cannot be

A

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration
‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Usge the following IP address:

IP address:

Subrmet mask:

Default gatevway:

() Obtain DNS server address automatically

(®) Use the following NS server addresses:

Internet Protocol Version 4 (TCP/1Pv4) Properties

General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically

() Use the following IP address:
IP address:
Subret mask:

Defaulk gakeway:

(_) Use the following DMNS server addresses:

Preferred DNS server: 8 .8 .8 .8 Preferred DMS server:
Alternate DNS server: 8 .8 .4 .4 Alternate DNS server:
[ validate settings upen exit Advanced. ..

Cance
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5) Start a browser and proceed to 3. Web user authentication on page 10.

Reference 21 To use the wireless LAN network next time:

1) Make sure that your computer is connected to Rits-Webauth.

Click the upper or lower right corner of the screen (or swipe from the right side for touch operation) to display the
Charm bar, and click Settings.

Charm bar

Settings

Personalize
Tiles

Help

.|Iﬂ
Rits-Webauth

.|I}l |‘ )

Rits-Webauth

2 o

Notifications Power Keyboard

2) Make sure that Rits-Webauth is displayed under the

Change PC settings
djﬂ icon in Settings.

3 If a network other than Rits-Webauth is displayed or a I:E[[[I icon is displayed, check Reference 3 1 Switch

the existing wireless LAN connection on page 15.
3) Start a browser, enter your RAINBOW user ID and password in the web user authentication page, and click
Submit.

_ o
e \g https://webauth.ritsumei.ac... 9 hd E R O @Web Authenticati...

R RAINBOW Wireless LAN Service

RITSUMEIKAN RAINBOW User ID

User ID
Password

N—
( [Scbmit ] J Password

3 If the web user authentication page does not appear, restart the browser and access a website with an http://

URL. (e.g., http://www.ritsumei.ac.jp/).
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Reference 31 Switching the existing wireless LAN connection:
Usually if you configure the settings in accordance with this manual, the access points for wireless LAN (on or off

campus) will automatically switch. If the switch does not occur automatically, make the following setting changes.

1) Click the Charm bar Y Settings. Make sure that a network name other than Rits-Webauth or the word

Available is displayed under the * icon in the lower area of the Settings.

'*:,,]

Settings

-‘jva'llable
\
10215 Feriame

Change PC settings

2) CIicktheljjjﬂ icon displayed.

Networks (© Networks

Airplane mode

.I||| Rits-Webauth

-I||I Rits-Wireless

15



3) Make sure Wi-Fi is On in Networks and click Rits-Webauth in Wi-Fi.

g

4) Check the Connect automatically box and click Connect.

.Illl Rits-Webauth

Connect automatically

I||| Rits-Wireless
[ |

5) Make sure that there is a connection to Rits-Webauth and proceed to 3. Web user authentication on page 10.
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